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Preface

Scope of Manual

A

This guide contains information on how to configure and use system keys,
such as system key files and Tait EnableProtect Advanced System Key
primekeysand passkeys. It isintended primarily for system administrators
and system key end users (see “ Typographical conventions” below), and
does not include processesinternal to Tait such as system key creation and
provisioning.

Thisguide appliesto Tait EnableProtect Advanced System Key primekeys
and pass keys v5. To find the prime and pass key version number, see Key
Version under “Pass Key Configuration Utility Reference” on page 29).

This guide also appliesto various related software applications, including:

= TM9100, TP9100, TM9400, TP9400, TM9300 and TP9300
Programming Application (all versions).

m Pass Key Configuration Utility.

m Tait EnableFleet.

Tait International Limited accepts no responsibility for any secu-
rity breach that may arisefrom the use of thismanual. No example
quoted hereshould be under stood to be arecommendation on secu-
rity policy. Your organization issolely responsible for all decisions
related to security.

Typographical conventions

6

Preface

Some information in this guide isintended for specific users only. This
information is identified with a symbol and I nfor mation for, with up to
two user types asfollows:

Information for System administrators and/or system key end users.

m System administrators are responsible for managing system keys
according to organization policy. Typical tasksinclude ordering system
keys, configuring pass keys, and distributing pass keys or system key
filesto end users. System administrators typically work for owners of
large (for example, state-wide) trunking systems.

Tait EnableProtect Advanced System Key User's Guide
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m System key end user s are authorized by system administrators to use
pass keys or system key filesto set up or
program protected settings. End users are typically radio shops or
dealers, who supply radios or programming files to customers
preprogrammed with trunked settings. End users may aso be radio
installerswho areresponsiblefor theinitial set up of radio hardware and
software. Often there is a contractual agreement in place between the
system owner and radio shop, dealer or installer.

Information without a user referenced is generic information that appliesto
al users (including users without system keys).

Alerts

Please follow exactly any instruction that appearsin the text asan ‘alert’.
An alert provides necessary safety information aswell asinstruction in the
proper use of the product. This manual uses the following types of alert:

g Thisalert isused to warn about therisk of datalossor corruption.

@ Thisaert isused to highlight significant information that may be
required to ensure procedures are performed correctly, or draw your
attention to ways of doing things that can improve your efficiency or
effectiveness.

Associated documentation

The following associated documentation is available for this product:

= TM9100, TP9100, TM9400, TP9400, TM9300 and TP9300
Programming Application Online Help

m Pass Key Configuration Utility Help

m Tait Firmware Upgrade Tool Help

m Tait EnableProtect Advanced System Key - Overview (TN-2131)

The characters xx represent the issue number of the documentation.

Technical notesare published from timeto timeto describe applicationsfor
Tait products, to provide technical details not included in manuals, and to
offer solutions for any problems that arise.

Technical notes and product manual s are published on the Tait Technical
Support website (www.taitworld.com/technical), and may also be
published on the relevant product CD. Help files can be accessed viathe
Help menu or by pressing the F1 key from the respective application.

Tait EnableProtect Advanced System Key User's Guide Preface 7
© Tait International Limited September 2018



Publication record

Issue Publication Date Description

9 September 2018 Tait Limited changed to Tait International Limited.
EnableProtect changed to Tait EnableProtect.

8 March 2018 Major changes to ordering processes and forms for pass
and prime keys, minor changes to WACN and Sytem ID,
and general edit.

7 October 2014 Documentation updated to include read/write protection for
DMR

6 May 2014 Minor updates for later model Sentinel dongles

5 November 2013 Added information on:

New labels for keys

Role option for the Pass Key Configuration Utility
Resetting a forgotten pass key password

Filling out the authorization form

Reinstalling the USB dongle drivers

Flat dongle batteries

Resetting a corrupt pass key

4 February 2012 Added information on ‘Memory Used’ progress bar and
increased range settings
m Clarified ‘Max Programs’ option only applies to trunking

protection

3 November 2011 m Changed expired key flag
m Changed system key order codes
m  Added firewall information

2 June 2011 Added information on:

m system key files

]

m passwords

m ‘maximum number of programs’ feature (for pass keys)

1 December 2010 First release
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1 About System Keys

System Key Files

Tait EnableProtect
Advanced System
Key

Prime key Pass key
early model
later model
Tait EnableProtect Advanced System Key User's Guide About System Keys 9

System keys (either USB dongles or system key files) offer various levels
of programming protection and control. Radio equipment owners, who are
typically responsible for large systems (for example, state-wide), often
reguire programming protection to safeguard against unauthorized radio
programming and use. There aretwo typesof system keys: system key files
and Tait EnableProtect Advanced System Key dongles.

System key files offer simple trunking protection only, and are still
supported in recent versions of programming applications. You can use
existing system key files to program trunked settings, and you can till
order new system key files from Tait. However, if system key files have
been replaced by Tait EnableProtect Advanced System Key pass keys, you
should remove existing system key filesfrom all PCs for security reasons.

The Advanced System Key offers various levels of programming
protection and control using specially-configured USB dongles

(Figure 1.1). It provides additional features and a more secure method of
protecting P25 trunking data than system key files.

Figure 1.1  Advanced System Key dongles

© Tait International Limited September 2018



1.1 About the Tait EnableProtect Advanced System

Key

The Advanced System Key offers two types of protection: P25 trunking
protection and read/write protection. For more information on user
implications, see Table 1.1 below.

P25 trunking protection isrelated to protecting a P25 trunking system.
Trunking protection guards against aradio being programmed with P25
trunked settings that would enable it to operate illegally on atrunked
network. Trunking protection is typically required for large (for
example, state-wide) systems. For more information, see “ About P25
Trunking Protection” on page 21.

Notice P25 trunking protection is available for TM 9100, TP9100,
TM9400 and TP9400 series radios only.

The previous method of P25 trunking protection using system key files
is still supported in the programming application. You can use existing
system key filesto program trunked settings, and you can till order new
system key files from Tait. However, if system key files have been
replaced by pass keys, you should remove existing system key files
from all PCsfor security reasons.

Read/write protection (also known as configuration security) is
intended to protect the radio asset. It guards against someone
repurposing aradio (for example, if stolen), and against someone
misusing aradio in an organization (for example, reprogramming a
radio with additional channel frequencies). In combination with the
radio inhibit feature, read/write protection is a powerful tool and a
deterrent against radio theft. For more information, see “ About Read/
Write Protection” on page 24.

Notice Read/write protection is available for TM9100, TP9100,
TM9400, TP9400, TM 9300 and TP9300 series radios.

The Tait EnableProtect Advanced System Key uses prime keys and pass
keys, which are USB dongles. Prime keys and pass keys together enable
and provide the full range of Advanced System Key features.

Table 1.1  User tasks with different system key protection

User User tasks with P25 trunking User tasks with read/write
protection only protection

System administrator Orders keys. Orders keys, uses prime key to
If using prime/pass keys, uses prime configure pass keys, then
key to configure pass keys. distributes keys.
Distributes keys.

10 About System Keys
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Table 1.1  User tasks with different system key protection

User User tasks with P25 trunking User tasks with read/write
protection only protection

System key end user (for Uses a pass key or system key file to | Uses a pass key to enable read/

example, radio shop or program radios or set up write protection in radios, and to

dealer) programming files with P25 trunked program radios with settings.
settings.

Users without a system key | Can read, interrogate and program Cannot read, interrogate or

(for example, end radios, but cannot change P25 program radios.

customers or subscribers) trunked settings.

Can use preconfigured files to
program trunked settings into radios,
and can also change non-trunking
settings (such as conventional
profiles and personality options).

Prime Key

Pass Key

Description: A prime key isared USB
dongle, and is provided pre-configured by
Tait. The only function of the prime key isto
enable system administrators to configure or
reconfigure pass keysin conjunction with the
Pass Key Configuration Utility. The prime
key cannot function as a pass key—that is, it cannot be used to program
trunked network settings, or to lock/unlock radio configurations.

early model shown +

Features. WACN/System ID, key name, password, optional expiry date
(al preconfigured by Tait).

Usage: Prime keys are used by system administrators to configure pass
keys. They should not be used by end users, who are usually the recipients
of pass keysthat a prime key configures.

Description: A passkey isablack USB
dongle, which authorizes users to program
radios according to the pass key’s
configuration (by the system administrator
using a matching prime key). For example, a
pass key may enable a user to program a P25
trunking system (identified by WACN ID and System ID, which are read-
only and preconfigured by Tait), trunked radio Unit IDswithin arange, and
trunked Talkgroup IDswithin arange. A passkey can also permit usersto
read and program radios that have read/write protection enabled.

early model shown ‘

Features. WACN/System ID (preconfigured by Tait), key name, optional
password, maximum number of programs, expiry date, read/write
protection, unit and Talkgroup ID range limits.

Usage: Pass keys are ideal for medium-to-large (for example, state-wide)
systems where high numbers of radios are programmed and multiple
system keys need to be distributed. Pass keys provide the best flexibility
and level of contral for network owners.

Tait EnableProtect Advanced System Key User's Guide About System Keys 11
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1.1.2

12

USB Dongle Expiry

USB dongles have a specified life of 4 years, and therefore should be
replaced within that 4 year period to ensure the dongles are always
operational when required. Both prime keys and pass keys have areal-time
clock, and support a programmable expiry date to force replacement of
keys. In addition, thereis alimit on the number of times pass keys can be
used to program P25 trunked radios.

The pass key’s expiry date and maximum number of program usesis set
using the Pass Key Configuration Utility. Programming application users
can view this using the Trunking Keys dialog (viathe

Tools> Trunking Keys menu). Depending on a setting in

Tools > Options, programming application users receive awarning if the
expiry dateis 14 days or less away, or if the maximum number of program
usesremaining is 10 or less.

When a pass key expires, the Expired field shows Y esin the Connected
Trunking Keys dialog, and you can no longer use the key to change P25
trunked settings or program read/write protected radios.

You can reconfigurethe expiry date and maximum number of program uses
using the Pass Key Configuration Utility and amatching prime key, but the
new expiry date must be before the Max Expiry Date (which is either 4
years from thefirst use of the pass key, or the prime key expiry date if the
prime key has an expiry date).

The expiry date for prime keysis optional, and is preconfigured by Tait.
The person ordering keys can state an expiry date of lessthan 4 yearsfrom
the date of order. A prime key expiry date can be used as away of ensuring
that keys are replaced before the guaranteed battery life (4 years) expires,
or that keys are deactivated at the end of a project.

When a prime key expires, you can no longer use it and you must order a
new key from Tait. A prime key with no expiry date continuesto work until
itsinternal battery runs flat, which may occur at any time after 4 years
without warning.

USB Dongle Passwords

USB dongles come with a password (mandatory for prime keys, optional
for pass keys) that you must enter before using the key. Passwords are a
form of two-factor authentication that increase the protection provided by
system keys (the user must know the password and must have the dongle).

The password for prime keysisautomatically generated by Tait. Tait sends
this password to the email address you supply after it dispatches the keys,
and the password cannot be changed. If you forget a prime key password
and don’t have the original password email available, Tait can resend the
password after you complete and send the “ Tait EnableProtect Advanced

About System Keys Tait EnableProtect Advanced System Key User's Guide
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System Key Prime Key Password Request Form”. Contact Tait for a copy
of thisform.

Pass keys support an optional password that is set using the Pass Key
Configuration Utility. You must enter the password when the programming
application first accesses a pass key (for example, after clicking

Tools > Trunking K eys, when setting a Channel Profileto P25 Trunking,
or when attempting to program aradio). The password is cached, so that a
user only needs to enter a pass key password once per session.

If you forget a pass key password, you can reset it using amatching prime
key and the Pass Key Configuration Utility. See “Resetting a Forgotten
Pass Key Password” below.

@ After 5incorrect attempts at entering a pass key password, the pass key
islocked for 5 minutes. The number of failed attemptsand the lock time
are not configurable.

@ To avoid issues with forgotten passwords, you should record all new or
recently-changed passwords in a safe location (such as a system key
register). For moreinformation see“ Recording and | dentifying System
Keys’ on page 17.

Resetting a 1 Start the Pass Key Configuration Utility and insert the pass key and
Forgotten Pass Key prime key into spare USB ports on your PC.
m Insert the pass key with the forgotten password.
m Insert the matching prime key (formatted with the same Group
ID).
2. Click the Read K eys button.
3. Enter the password for the attached prime key, and then click OK.
4. Enter anew pass key Password by selecting and typing over all
sessssssee Characters, or remove the password by clearing all
characters so that the field is blank.
5. Click the Write Pass K ey button.
If successful, the status bar indicates Pass K ey successfully written.
Tait EnableProtect Advanced System Key User's Guide About System Keys 13
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1.2

1.3

14

About System Key Files

System key files are still supported by the programming application, and
are preconfigured by Tait to provide access to a trunking system only.

Description: A system key fileisan

encrypted file generated by Tait that
contains the WACN and System ID of a :
P25 trunking system. Tait only sendsthe

file to approved recipients (typically
system administrators), who can then prEst ADS ey
copy and redistribute the file. End users
should save the file to a system key file
directory (seeTable 1.3 on page 19) on Lobicts | 2bries | B My Comprtr
their PC, and then either generate

programming files or program radios with the P25 trunking system
(WACN and System ID) contained in the file. No hardware dongleis
required.

Features. WACN/System ID

Usage: System key files are more flexible, but less secure than USB
dongles. You can email copiesof filesat short noticeto rapidly deploy them
onto a system. However, due to thisflexibility and lack of password
protection and expiry date, you should carefully consider whether to use
them. They are best suited to test systems, demonstrations or training.

Ordering System Keys

Information for System administrators.

Tait only supplies Tait EnableProtect Advanced System Keys and/or
System Key Filesto approved recipients. Every salesorder for system keys
must be accompanied by a system key request form. A form is required
even for subsequent sales orders from the same customer. You must sign
the form, and include details such as name and contact address, and—if
P25 trunking protection is required—WACN and System ID. Tait
thoroughly checks, verifiesand archives each system key request form, and
adds the details to a secure database. Once Tait has verified an order, we
send you the system key hardware and/or software related to your order.

m Passkeys: you will receive the number of keys you ordered along with
aprogramming CD.

m Primekeys: you will receive the number of prime keys you ordered, an
email containing the prime key password (see “USB Dongle
Passwords’ on page 12), aprogramming CD, and asystem key CD with
the Pass Key Configuration Utility (see“Pass Key Configuration
Utility” on page 28), acopy of the system key request form, and this
user’s guide.

About System Keys Tait EnableProtect Advanced System Key User's Guide
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m  System key file: you will receive an email or CD with the system key
file.

To obtain a copy of the system key request form, contact Tait
Communications. For order codes, see Table 1.2.

Table 1.2  System key order codes

Key type Order code
System key file TMAA23-10
ASK starter kit TMAA23-03
Prime key TMAA23-04
Pass key TMAA23-05

1.3.1 Completing the Advanced System Key Request Form

Order Details

You must complete a Tait System Key/EnableProtect Advanced System
Key Reguest form (document 1D 6357). A form isrequired for all new
keys, additional keys, replacement keys (for lost or faulty keys), and key
upgrades.

Ensure that you complete the form correctly for the order to proceed. Tait
rejects incorrectly completed forms, which delays the delivery time.

1 Areyou ordering a demo key?

If you are ordering a key for use on ademo system (for example, a short-

term customer demo, trade show, etc.), select Y es. Demo keys expire after
90 days, after which you can no longer use them (unlessyou return them to
Tait).

If your order isnot for akey for use on ademo system, select No, and Tait
will treat it as a standard order/purchase.

2. Areyou ordering areplacement key or adding akey to an
existing set of keys?

If you are ordering a key to replace an existing one, or ordering an
additional key for asystemthat already uses Advanced System Keys, select
Yes. Thisiscritical to ensure that Tait programs the new key to be
compatible with any existing keys or radios on your system.

3. If you answered Y esto question 2, enter the 4-character ASK Group
ID (if known).

When ordering replacement or additional keys, the Group ID isn't
essential, but it will help us ensure that we put the correct key datafile on
the keys you order to be compatible with your existing keys.

Tait EnableProtect Advanced System Key User's Guide About System Keys 15
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You can read the Group ID (and WACN and System ID for P25 trunked
systems) from an existing key using the Terminal Programming
Application (XPA). Plug a pass key for the same system in to your
computer, and in the programming application select Tools > Trunking
Keys. Thekey information should be displayed as per Figures1.2 and 1.3
below.

[

System  WACN Madmum Remaining Can Protect
Key Name D D Serial Programs Programs RAN
0o DDDDD 324’1&’55 Unlimited Yes X
St S T i T e T R S

Figure 1.2 DMR Advanced System Key information in the XPA

[

Serial Mazximum Remaining Can Protect Expiry Daysg
S Programs Programs RAW Date Exp{y

C 2345 324714758 Llnllmrted ‘s X GRPl Dd;"DSf’ZIN 185 \)
ey e T v e T T S vl e " s

Figure 1.3 P25 Advanced System Key |nformat|on in the XPA

Quantities m ASK Starter Kit: 1 Prime + 3 Pass Keys (TMAA23-03)
Enter the number of ASK Starter Kits (if any) that you want to order.
m PrimeKeys (TMAA23-04)

m New Keys. Enter the number of Prime Keys (if any) that you
want to order.

m Reprogram Existing Keys. You can reprogram keysin certain
circumstances to facilitate system upgrades (for example,
migrating from anon-trunked network to atrunked one), but only
with prior agreement from Tait. Once agreed, enter the number of
Prime Keys that you are returning to Tait for reprogramming.

m PassKeys (TMAA23-05)

m  New Keys: Enter the number of PassKeys (if any) that you want
to order.

m Reprogram Existing Keys: You can reprogram keys in certain
circumstances to facilitate system upgrades (for example,
migrating from anon-trunked network to atrunked one), but only
with prior agreement from Tait. Once agreed, enter the number of
Pass Keys that you are returning to Tait for reprogramming.

m Ordersthat include a Prime Key
Tait can program a Prime Key with aname (maximum of 22 characters) to
help identify it. If you want to specify aname for a Prime Key, you can do
so here. Otherwise, leave this section blank and we will program the key
with a generic name (for example, ‘Prime Key 1').
m PrimeKey Expiry Date

16 About System Keys Tait EnableProtect Advanced System Key User's Guide
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System Details

Key Authorizer
(System Owner)
Details

Key Delivery
Address

Tait can program a Prime Key with an expiry date (set to any date within 4
years of the order date). When a Prime Key reaches its expiry date, it will
deactivate and needs to be replaced.

Expiry dates are a useful means of forcing akey to be replaced before it
exceeds the guaranteed battery life (4 years), and of ensuring that keys are
deactivated at the end of your project.

If you don't want a key to be programmed with an expiry date, leave this
section blank. A Prime Key with no programmed expiry date continuesto
function until itsinternal battery runs flat, which may occur at any time
without warning after its guaranteed 4-year life.

s WACN ID

If you are ordering a system key for a P25 trunked network, enter the
WACN in hex (5 characters).

m SystemID

If you are ordering a system key for a P25 trunked network, enter the
System ID in hex (3 characters).

This section should be completed and signed by arepresentative/employee
of the owner of the radio system who can authorize the request for an
Advanced System Key to enable radios to be programmed to work on the
radio system.

In this section, enter the details of the person to deliver the key to.

You must activate Pass Keys using a matching Prime Key before you can
use them. If you are ordering an additional Pass Key for your system,
ensure that it is delivered to the Prime Key holder to be activated and
distributed to the end user.

1.4 Recording and ldentifying System Keys

Information for System administrators

When you receive a dongle or system key file, you should record the key
type and name, date received and intended use. For USB dongles, you
should al'so record the serial number, expiry date and password (if
relevant). Thisis useful for recording keys for audit purposes, identifying
when dongles are about to expire, and identifying keysin the programming
application’s Log Entries form (see “Reporting” on page 35). We
recommend using a system key register such as an encrypted, password-
protected spreadsheet, database or application.

Tait EnableProtect Advanced System Key User's Guide About System Keys 17
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You may also require (in acontractual agreement) aradio shop or deder to
maintain adequate records. For example, you may require arecord to be
kept of all radios programmed with a particular key, and areport to be sent
back to you on aregular basis.

Tait supplies USB dongleswith aplastic label that you can write on with a
marker and attach to the dongle (using a split ring). It is good practice to
label your dongles with a description (such as the Group 1D or key name),
and System ID. Thisisespecialy relevant if you are dealing with morethan
one Group ID for different P25 trunking networks or customers.

1.5 Installing the Software and USB Dongle Drivers

Information for System administrators and system key end users

1 Install the relevant programming application, such as the TM 9100,
TP9100, TM9400, TP9400, TM9300 or TP9300 Programming
Application.

@ If you receive a Sentinel HASP Run-time installation error (or
similar) during installation, you may need to uninstall the existing USB
dongle driversfirst. See “Reinstalling the USB Dongle Drivers’ on

page 46.

2. During instalation, you are presented with an option: Restrict
programming of terminalsto those with Read/Write Protection
enabled. This option prevents unprotected radios being deployed
into the field. You may want to select this check box if you use read/
write protection (see “ About Read/Write Protection” on page 24).

@ Selecting this check box means that the programming application can
only program read/write protected radios. Only select this option at
installation timeiif it is your organization’s policy to do so, and you are
aware of the consequences. If you are unsure, leave this check box
cleared when installing the programming application.

Selecting this check box selects and grays out the following check
boxes in the Tools > Options dialog of the programming applica-
tion:

m Display status when reading, interr ogating, and
programming radios check box: Displays the protection status
of the attached radio (... Enabled or ... Not Enabled) in the
Reading Radio, Radio Interrogation, or Programming Radio
dialogs when carrying out those actions.

m  Only program protected radios check box: Displaysamessage
and stops you from programming aradio if that radio doesn’t
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have read/write protection enabled.

During instalation, the drivers for the USB driver dongles are also
installed.

@ A quick way of checking that the USB dongledriversinstalled correctly
isto insert adongle and check the status of its LED. If the LED ison,
the drivers are working.

3. Add or remove any system key files (as required) from your System
Key Files directory. See Table 1.3.

Table 1.3  System key file location

Operatin .

P 9 Default directory
system
Windows XP $USERPROFILE%\My Documents\Tait Applications\System Key Files
Windows Vista/ $USERPROFILE%\Documents\Tait Applications\System Key Files
Windows 7

To Check that the 1 Attach a dongle to a USB port on your PC.
Software
Recognizes Your 2

System Key(s) Check that the relevant software recognizes the system key:

@ If you receive a message similar to “ Could not read attached Trunking
Key(s)..."”, orif your firewall shows one or more messages during this
time, see “Firewall Settings’ on page 45.

m Prime Key: from the Pass Key Configuration Utility, click the
Read K eys button. Check that a message appears “ Please attach
exactly one Pass Key matching the attached Prime Key.”

m PassKey or System Key File: from the Programming
Application, click Tools > Trunking Keys. Check that the
system keys are showing in the Connected Trunking Keysdialog
(Figure 1.4).

Figure 1.4  Connected Trunking Keys dialog

.t Connected Trunking Keys [
System WACH Mazdmum Remaining Can Protect Group Esepiry Days Before Battery
i | D e Programs Programs RAW D Date Expiry Epied | gt Key Type
1] 1] 1863122552 | Unlimited Yes 24/05/2014 | 194 No Mo EnableProtect Advanced System Key
< »
Talkgroup |0 Range Restriction Of Selected Key Radio Unit |0 Range Restriction Of Selected Key
Start End Start End
Refresh
4
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1.6
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m PassKey with read/write protection enabled: in the programming
application, click Tools> Download > Device
Configuration > Advanced. Check that a*“Read Write
Protection State” label is showing, along with text such as
Unknown (Figure 1.5).

Figure 1.5 Device Configuration dialog

t Device Configuration EI@
File Edit Radic Help
Types Mame NTID Priority Status
Read Write Protection State:  Unkmown Enable
Ready

Repairing and Servicing Protected Radios

If you use system keysto protect programming and/or programming data,
you should consider how servicing and repair tasks will be carried out.

If read/write protection is enabled on radios, you must supply the intended
repair or service center with at least one pass key per system or
organization that they are likely to receive radios from. This enables those
centers to perform tasks such as calibrating radios, upgrading firmware,
and backing up programming data to disk in case that data needs to be
reprogrammed.

If you use P25 trunking protection but no read/write protection, repair or
service centers don’t require a system key. The center (if required) can
reprogram aradio under repair as follows:

1 Read the radio and save the radio’s programming file. If the radio
can't be read, the center must request a file from the customer.

2. Repair the radio.

3. Re-program the radio with the file from step 1.
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2 Trunking Protection

2.1  About P25 Trunking Protection

Trunking protection protects against unauthorized use of a P25 trunking
network. It is already enabled in the programming application, and you
must use an Tait EnableProtect pass key, a system key file, or an already
set-up programming file to enable you to program P25 trunking-rel ated
settings. If you do not have arelevant system key or a preconfigured
programming file, you can’t configure radios for use on a P25 trunking
network.

Features of P25 trunking protection include:

Preprogrammed WA CN and System ID authorized by Tait that cannot
be changed

Accessto add or change P25 trunking channel profiles
Protection against cloning radios

Restricted talkgroup entry using Talkgroup ID ranges (Tait
EnableProtect Advanced System Keys only)

Restricted radio Unit ID entry using Unit I D ranges (Tait EnableProtect
Advanced System Keys only)

Configurable pass key expiry date (Tait EnableProtect Advanced
System Keys only).

A user can still program trunked radioswithout a system key. However,
they must first open a programming file or read a radio with a channel

profile already set to P25 trunking and trunking-related settings already
configured (those settings are grayed out and read-only). If the channel

profilewas created using apasskey (or if anti-cloning isenabled), fields
that must be preconfigured include the P25 radio ID and talkgroups. In
addition, if anti-cloning is enabled, a user can’'t program aradio with a
non-matching serial number (see “About Anti-cloning” on page 22).

If there is more than one system key, the Home System I D field (P25
Trunking form) becomes aselectablelist. To associate a system key with a
channel profile, you must select the relevant home system ID from the list.
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2.2
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About Anti-cloning

Anti-cloning prevents someone obtaining aradio’s data (by either opening
aconfiguration file or reading aradio), programming that datainto a
different radio, and using that radio on the original radio’s P25 trunking
network. You can enable or disable anti-cloning in aradio’s programming
database, and set it per channel profile on the P25 Trunking form using the
Anti Cloning check box. Unless there is a good reason not to, you should
always enable anti-cloning.

If aradio has anti-cloning enabled, and someone reads that radio or opens
theradio’s configuration file, the availability of certain fields and behavior
of the programming application depend on whether or not the PC has a
matching system key.

m  Without a matching system key: the P25 Radio I D field (Channel
Profiles > Basic Settings form), Talkgroup Listsform, and the radio
Serial Number (Specifications form) are grayed out and disabled
(along with all other P25 trunked settings).

In addition, the programming application checks the serial number of
the attached radio at programming time and only programs theradio if
the programming application serial number matches the radio.

m  With amatching system key: all P25 trunked settings and related 1D
fieldsare editable. The Serial Number field isal so editable, so you can
set up configuration files for users who want to program radios but do
not have a system key. When you save configuration files, make sure
you aso changethe Serial Number (Specificationsform) to match the
radio that the file isintended for. Alternatively, use the programming
application’s FleetPro feature (via Tools > Fleet Configuration) to
generate multiple files, which will change the serial number
automaticaly.

Changing the serial number is only reflected in the saved configuration
file (and subseguently used for anti-cloning checks). The serial number
is never programmed to the radio.
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2.3  Setting Up P25 Trunking Protection

Information for System administrators

Beforedistributing system keys, your organization should ensure

A that it hassystem key management policiesand proceduresin place.
These should answer questions such as“How many keysare
needed?”, “ How will passkeysbereconfigured when they expire?”,
“How will system keysbestored?” and “ What actionsmust wetake
if asystem key or radioislost or stolen?”

1 Order the required system key(s) from Tait. See” Ordering System
Keys’ on page 14.

2. When you receive the key(s), enter the relevant details into your
system key register (such as a spreadsheet or database).
See “Recording and Identifying System Keys’ on page 17.

3. If configuring and distributing pass keys.

a. Usethe Pass Key Configuration Utility to configure the pass
keys. See “Configuring a Pass Key” on page 28.

b. For each passkey you configure, update your system key register
with information such as the key name, the group the key isfor,
the key expiry date, and password (if set).

c. (Optional) Write the group and/or system information onto the
whiteplastic label provided, and attach it to the passkey using the

split ring.

4. Distribute system keys to users who are authorized to program or
manage radios on your network (such as radio shops or dealers),
along with:

m information about how to install the software and drivers (see
“Installing the Software and USB Dongle Drivers’ on page 18)

m information about how to use the programming application,
including password information (if relevant) (see “Using a
System Key to Program a Radio or Save to File” on page 33)

m information about system key policies

m aprogramming application template for your P25 trunking
system

5. Store any USB dongles that you don't distribute to users (such as
prime keys) in a secure location, according to your organization's

policy.
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3

Read/Write Protection

3.1
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About Read/Write Protection

Read/write protection prevents unauthorized users from accessing or
modifying all configuration data stored in radios (including analog and
conventional channel profiles, and radio personality settings). The
authorization challenge for this protection is handled by radio firmware,
and must be first enabled in radios. Read/write protection is useful if you
want to provide protection for non-trunked P25 radios (for example, P25
conventional or DMR radios), or if you want a greater level of protection
than P25 trunking protection alone.

System key files cannot be used to enable read/write protection or
program read/write protected radios. Only a correctly-configured pass
key (viaaprime key) provides this functionality.

Read/write protection on radiosis enabled using a pass key’s Group ID.
The Group I1D is also used during the authentication challenge when
accessing configuration data. Therefore all pass keys used for read/write
protection in an organi zation (or agroup within an organi zation) must share
the same Group ID.

Once read/write protection is enabled for aradio, other users such as
techniciansin the field must have avalid pass key (with matching Group
ID) attached to perform the following tasks:

m Read the radio (Programming and Calibration Applications)
Interrogate the radio (Programming and Calibration Applications)
Program the radio (Programming and Calibration Applications)
Cadlibrate the radio (Calibration Application)

Upgrade or downgrade firmware for the radio (T ools > Download)

Download system configuration tables (T ools > Download > Device
Configuration > Advanced)

m Enable software features on the radio (T ools > Optional Featur es)

@ You can only enable read/write protection on radioswith boot code 2.06

or higher. Because the boot code isn't included as part of the firmware
upgrade procedure, it isn't easy to upgrade radioswith an earlier version
of boot code to support read/write protection. Contact Tait if you are
unsure whether or not your radio firmware has a boot code version that
supports read/write protection.
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3.2 Setting Up Read/Write Protection

Information for System administrators

1 Order at least one prime key from Tait, along with one or more pass
keys. See “Ordering System Keys’ on page 14.

2. When you receive the keys, enter the relevant details into your
system key register (such as a spreadsheet or database).
See “Recording and Identifying System Keys’ on page 17.

3. Use the Pass Key Configuration Utility to configure the pass keys.
Make sure you select the Allow Enabling of Read/Write
Protection check box on at least one pass key (thisis cleared by
default). See “ Configuring a Pass Key” on page 28.

4, For each pass key you configure, update your system key register
with information such as the key name, and the group the pass key
isfor.

5. (Optional) Write the group name onto the white plastic |abel
provided.

6. Use apass key (with Allow Enabling of Read/Write Protection
configured) and the Device Configuration option (via
Tools> Download in the programming application) to enable read/
write protection for all deployed radios. See “ Enabling Read/Write
Protection on Radios” on page 26.

@ You may need this step to be compl eted by another party (such asaradio
installer). Inthis case, send that party one or more pass keys along with
all other relevant information (such as how to install the software and
how to use the pass key to enable read/write protection on radios).

7. Send pass keys (with the same Group ID asthe passkey in step 6) to
users who are authorized to read and program radios, along with
information on how to:

m install the software and drivers, including whether or not to select
the installation option Restrict programming of terminalsto
those with Read/Write Protection enabled (see“Installing the
Software and USB Dongle Drivers’ on page 18)

m usethe passkey to program radios, including how to enter a pass
key password if relevant (see“ Using a System Key to Program a
Radio or Save to File” on page 33

m safely store the pass key

8. Store any USB donglesthat yo don't distribute to customers (such as
prime keys) in a secure location, according to your organization’s

policy.

Tait EnableProtect Advanced System Key User's Guide Read/Write Protection 25
© Tait International Limited September 2018



3.3 Enabling Read/Write Protection on Radios

Information for System key end users

Read/write protection must be enabled on radios for the read/write
protection feature to work. To enable read/write protection on radios, you
must have a pass key with Allow Enabling of Read/Write Protection
configured. To remove read/write protection from radios, you must have a
passkey with Allow Disabling of Read/WriteProtection configured. For
more information, see “ Configuring a Pass Key” on page 28.

@ This procedure applies to portable radios and al mobile radios,
including radio systems such as terminal repeaters, and dual-head and
dual-body mobile radios. For radio systems, the devices must be
assigned unique network addresses (NTIDs) and must be connected
together. For more information, click the Help menu of the Tait
Firmware Upgrade Tool.

@ Before using the USB dongle, you must install the correct software and
drivers. For more information, see “ Installing the Software and USB
Dongle Drivers’ on page 18.

1 Connect the radio to your PC and areliable power source, and turn
theradio on. If the power sourceisabattery that isnot fully charged,
place the radio and battery in a charger and turn the charger on. For
dual head radios, connect the primary control head to your PC.

You must ensurethat power and cable connections are securely fas-
A tened throughout this process, and that power isuninterrupted.

2. Attach avalid passkey (black USB dongle, with Allow Enabling of
Read/Write Protection configured) to a USB port on your PC.
Contact the radio owner or Tait if you don’t currently have avalid
USB dongle.

3. Open the Firmware Upgrade Tool by clicking Tools > Download
from the programming application, or viathe Start menu.

4. Click Device Configuration > Lock Terminal.

If this option is not available, see “The Lock Termina and Unlock
Terminal options are grayed out” on page 45.

5. Enter the password for the pass key (if applicable), and click OK.

6. If successful, the status bar indicates “ Terminal Locked
Successfully”.

@ As an additional check that read/write protection is successfully
enabled, remove the pass key, exit the Device Configuration dialog,
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and attempt to read or program the radio. You should receive the
message: Unable to access security key.

Removing Read/ 1. Connect the radio to your PC and areliable power source, and turn
\Iﬁﬁgtn‘i ng;%(i:gon theradio on. If the power sourceisabattery that isnot fully charged,
place the radio and battery in a charger and turn the charger on.

You must ensurethat power and cable connectionsare securely fas-
A tened throughout this process, and power isuninterrupted.

2. Attach avalid passkey (black USB dongle, with Allow Disabling of
Read/Write Protection configured) to a USB port on your PC.
Contact Tait or the radio owner if you do not currently have avalid
USB dongle.

3. Open the Firmware Upgrade Tool by clicking Tools > Download
from the programming application or via the Start menu.

4. Click Device Configuration > Unlock Terminal.

If this option is not available see “The Lock Terminal and Unlock
Terminal options are grayed out” on page 45.

5. Enter the password for the pass key (if the pass key has a password)

and click OK.
6. If successful, the status bar will indicate “ Terminal Unlocked
Successfully”.
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4 Pass Key Configuration Utility

The Pass Key Configuration Utility is provided on a CD when you order
oneor more primekeys. You can usethe utility, in conjunction with aprime
key, to configure one or more pass keys. This utility is not required for
system key files.

4.1 Configuring a Pass Key

Information for System administrators

New pass keys are preconfigured with aWACN and System 1D, and Group
ID. Before sending those pass keysto other users, you must configure those
keys to add a maximum number of program uses and an expiry date. You

may also want to add a key name and password, restrict entry of talkgroup
and radio unit identities, and enablethekey to enable and disableread/write
protection on radios.

This information assumes you have correctly installed the Pass Key
Configuration Utility from the system key CD you received along with the
prime and pass keys.

@ For adescription of what each option does, see* PassK ey Configuration
Utility Reference” on page 29.

1 Click Start > Tait Applications> Pass K ey Configuration Utility
> Pass Key Configuration Utility.

2. Insert aprime key and a pass key into spare USB ports on your PC.
Ensure that the pass key is formatted with the same Group 1D asthe
prime key.

@ The PassKey Configuration Utility requiresone prime key and one pass
key. If your PC has additional USB dongles, you must remove them
before you click the Read K eys button.

@ When inserting the dongles, wait afew secondsfor the PC to recognize
them.

3. Click the Read K eys button.
4. Enter the password for the attached prime key and click OK.

5. If required, enter a pass key Key Name.
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6. If required, enter a pass key Password.

A good password includes long a pha-numeric strings with special
characters. Avoid dates, known words and their reverses, and avoid
reusing passwords from other system keys or other areasin your
organization.

@ Ensure that the Caps Lock isn't on when you enter the password, and
that you enter al characters correctly.

Toremoveapassword, delete all ssssssssss Charactersand leave
thisfield blank.

7. Enter a maximum number of program uses for the pass key (M ax
Programs). If you don’'t want to set alimit on the number of times
you can program radios using the pass key, select the Unlimited
Programs check box.

8. Select a pass key Expiry Date.

@ A shorter expiry date (for example, less than ayear) and alow number
of maximum program uses provides useful protection when pass keys
arelost or stolen. But you must also regularly reconfigure pass keysand
redistribute them to users.

9. If required, select the Allow Enabling of Read/Write Protection
and Allow Disabling of Read/Write Pr otection check boxes (these
are cleared by default). For more information, see “About Read/
Write Protection” on page 24.

10. If required, click the Add button to enter Talkgroup 1D Ranges.
11.  If required, click the Add button to enter Unit I D Ranges.
12. Click the Write Pass K ey button.

If successful, the status bar indicates Pass K ey successfully written.

4.2  Pass Key Configuration Utility Reference

Information for System administrators

The window in Figure 4.6 appears when you open the Pass Key
Configuration Utility. Fields become editable when you attach a prime key
and pass key. Click the Read K eys button, and enter the correct
password(s).
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Figure 4.6  Pass Key Configuration Utility
_t Pass Key Configuration Utility EI = @
File  Help
Prime Key Pass Key
Key Senal Id: | 1244797053 Key Seral Id: | 4p47364
Key Version: | 3 Key Version: |3
System Id: | 558 System Id: | 558
WACN Id: [ calEB WACNId: | catEB
Group Id: [ pcat Group Id: | pcad
Key Name: | PCA1 Prime Key Name:  PCA1
Expiry Date: | Never Password: esssessses

Max Programs: |0

Expiry Date:
Mazx Expiry Date:

: Unlimited Programs
26- August -2014 E~

Saturday, 26 August 2017

Allow Enabling of Read/Write Protection
Allow Disabling of ReadWrite Protection

Role:

Memory Used:

Standard User

Range Settings
Talkgroup |d Ranges

Unit |d Ranges

Read Keys

From To From To
200 500 1100 2000
I Add H Remave Add H Remave I

Write Pass Key

Table 4.4 describes the different [abels and options available in the Pass
Key Configuration Utility.

Table 4.4 Pass Key Configuration Utility options
Option Description
Key Serial ID The serial number and version of the prime key and
pass key.
Key Version
System ID The system ID, WACN ID and Group ID are
preconfigured from Tait, and read-only. The Group ID
WACN ID field must match for the prime key and pass key to be
able to configure the pass key. The system ID and
Group ID WACN ID are used to program P25 trunked radios.
The Group ID is used to enable read/write protection
on radios, and is also used during the authentication
challenge that allows read/write protected radios to
be read or programmed.
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Table 4.4 Pass Key Configuration Utility options

Option

Description

Key Name

The prime key name is set by Tait and is read only.
You can modify the pass key name, typically to
specify the dealer, customer or group within your
organization that uses the pass key.

Password

Enables you to add, change, or remove a pass key
password. If you set a password, you must enter it
whenever you first access the pass key in a
programming session (for example, when reading
keys using the Pass Key Configuration Utility, or
when configuring P25 trunked settings in the
programming application). The password should
contain alpha-numeric and other characters. If you
don’t want to set a password, leave this field blank.
For more information, see “USB Dongle Passwords”
on page 12.

Max Programs

Restricts the number of times you can use the pass
key to program P25 trunking information to radios.
Each time you use the pass key to program a new
P25 trunking profile to a radio, or change trunked
settings on a radio such as talkgroups or control
channels, this number is reduced by one. The
number isn’'t reduced if the P25 trunking profile
already exists on the radio and you change a non-
trunking setting, or when you subsequently program
using the same key. Once the number reaches zero,
you can no longer use the pass key and must
reconfigure it. Enter a number between 1 and 10,000.
If you don’t want to limit the number of program uses,
select Unlimited Programs.

Note: This option doesn’t apply if you only use the
pass key to program read/write protected radios.

Expiry Date

The prime key expiry date is set by Tait and is read
only. It can be changed up to the Max Expiry Date.

Max Expiry Date

The Max Expiry Date is either 4 years from the first
time you use the pass key, or the prime key expiry
date, whichever is soonest. The pass key expiry date
can't be longer than this date.

Role

Sets a role for users of the TM9480 and TP9480
Programming Application. Select Standard User,
9480 Installer, or 9480 Technician.

m Standard User: has standard rights to all non-
TM9480 and TP9480 applications.

m 9480 Installer: has restricted rights to the TM9480
and TP9480 Programming Application, but can’t
change fields.

m 9480 Technician: has full rights to the TM9480
and TP9480 Programming Application, and can
change fields.

This option only appears in certain versions of the

software, and can only be edited if the Key Version of

the attached pass key is 5 or higher.
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Table 4.4

Pass Key Configuration Utility options

Option

Description

Allow Enabling of Read/
Write Protection

Enables the pass key to enable read/write protection
on radios. For more information, see “About Read/
Write Protection” on page 24 and “Enabling Read/
Write Protection on Radios” on page 26.

Allow Disabling of Read/
Write Protection

Enables the pass key to remove read/write protection
from radios. For more information, see “Removing
Read/Write Protection From a Radio” on page 27.

Memory Used

Shows a progress bar that indicates the total amount
of memory currently used on a pass key. This bar is
updated after a pass key is read. If the memory is full,
you can’t write new data to the pass key.

Range Settings
(Talkgroup ID Range and
Unit ID Range)

Restricts which Talkgroup IDs and Unit IDs the user

can enter when configuring P25 trunking systems

with the pass key. You can enter an unlimited number

of ranges. However, a large number (greater than

100) may prevent you writing data to the pass key

(depending on the Memory Used progress bar).

To add a range:

1. Click the Add button.

2. Click a cell under To and enter a number.

3. Click the adjacent cell under From and enter a

higher number.

Ranges must not overlap, and ranges combine if they

run into each other.

m Talkgroup ID Range: Enter from 0 to 65,535 in
each field.

m  Unit ID Range: Enter from 1 to 16,777,214 in each
field.

Read Keys

Reads details from the prime key and pass key
attached to your PC. If you have any more or any less
than one of each, you receive an error message.

Write Pass Key

Re-configures the attached pass key with the options
you have changed (such as Key Name, Expiry Date,
Allow Enabling of Read/Write Protection, and Range
Settings.

Status Bar

Shows “Attached keys successfully read” or “Pass
Key successfully written”.

Pass Key Configuration Utility
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5 Programming Application Information

Information for System key end und users

You need to use a system key with the programming application in the
following situations:

= You need to program P25 trunked settings, or create programming files
for radios that operate on a P25 trunking network.

= You nheed to program radios with read/write protection enabled.

m  When reading aradio or opening a programming file, P25 trunked
settings are grayed out (disabled) and you want to change those settings.

m  When reading aradio or opening aprogramming file, the P25 Radio ID
and talkgroup lists are grayed out (disabled) and you want to change
those settings.

m  When changing settings or saving a programming file, and you receive
amessage about trunking keys such as: “A valid trunking key must be
connected...” or “A valid trunking key is not connected...”.

m  When attempting to read or program aradio, you receive a message
such as: “Unabl e to access configuration security key”, “... Response -
firmware code component not authorized”, and/or “ The radio rejected
the request for authorization”.

If you don’'t have avalid key, then you must request one from the
administrator of the P25 trunking system that you are setting up, or the
owner of the protected radios that you are programming. If you are the
system owner or radio owner, then contact Tait to arrange keys, or to have
read/write protection removed from your radio or radios.

5.1 Using aSystem Key to Program a Radio or Save to

File
Information for System key end users
1 Install the software and drivers. See “Installing the Software and
USB Dongle Drivers’ on page 18.
2. If you have a pass key (black USB dongle), attach it to an available
USB port on your PC.

@ Click Tools > Trunking K eysto check that the programming
application recognizes the system key, and to check which values you
can change.
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If you receive a message similar to “ Could not read attached Trunking
Key(s)...”, or if your firewall shows one or more messages during this
time, see “Firewall Settings” on page 45.

If asystem key fileisyour only means of programming a P25
trunking system, make sure that you copy it to your System Key
Files directory. See Table 1.3 on page 19 for the default system key
filelocation.

You may be prompted during one of the following stepsto enter a pass
key password. If you don’'t know the password, contact your system key
administrator.

If you are setting up a P25 trunking system:

a. Add a P25 trunking channel profile, and enter all relevant
information for the system that the radio operates on.

The Home System ID and WACN I D fields are popul ated with the
WACN and System ID from the system key.

b. Select the Anti-Cloning check box.

c. Ensurethat the P25 Radio ID and Serial Number match the
radio that the programming file isintended for, and that all talk-
groups are set up correctly.

Change other settings as required.

The P25 Radio ID and Talkgroup 1D fields may restrict what you can
enter. If you go outside that range, you receive an error similar to:
“Please make sure avalid trunking key is connected and the value for
P25 Radio ID isin ranges as defined in the pass key.”

If you are saving to file, click File> Save As, or File> Save As
With Password.

If you are setting up P25 trunking files for other users who don’t have
system keys, make sure that each file has the correct settings for the
target radio (step 4). For more information, see “ About Anti-cloning”
on page 22.

7. If you are programming aradio: attach the radio to your PC, turn the
radio on, and click Radio > Program.
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5.2 Reporting

The programming application has a Log Entries form that you can use to
view system key information for aread radio or a programming file. This
isuseful if you want to find out the history of aradio that you suspect has
unauthorized access to a P25 trunking system. The information can be
viewed on screen (Figure 5.7), or printed (Figure 5.8).

Figure 5.7

Log Entries

Log entries form

Timestamp
13M1/2013 2:51:09 p.m.

1312013 2:46:22 p.m.
1312013 2:46:22 p.m.
131102013 24318 p.m.

Figure 5.8  Printed

Log Type

Programmed with EnableProtect Advanced System Key

Programmed with SKF

Programmed with EnableProtect Advanced System Key
Programmed with EnableProtect Advanced System Key

system key logs

Logging ertity
TMS430 2.28.0.51
TMS430 2.28.0.51
TMS430 2.28.0.51
TMS430 2.28.0.51

Logging data

Key Used:1853122592 Profile ID:2
Profile ID:3

Key Used:1853122592 Profile ID:2
Key Used:1853122592 Profile ID:2

[Taesans - 13/11/2013 2:57:47 p.m |

Specifications

Serial

Log Entries

umber:

Radio Umt Information

- 19085205

Band: B1 (136-174 MHz)
Customer Information:
Enhanced Terminal: False

L Ll LN
Timestamp Log Type L:f:’::?_g Logging data

13/11/2013 Programmed with EnableProtect L Th ] Key Used: 1863122592
2:51:09 pm. Advanced System Eey 2.28.0.61 Profile ID:2
;'%4%1:%0;;1 Programmed with SKF 5 .2(8.{.).:61 Profile ID:3
13/11/2013 Programmed with EnableProtect Wl il Key Used: 1863122592
2:46:22 pm. Advanced System Eey 2.28.0.61 Profile ID:2
13/11/2013 Programmed with EnableProtect Wl il Key Used: 1863122592
2:43:18 pm. Advanced System Key 228061 Profile ID:2
13/11/2013 Programmed with EnableProtect Wl il Key Used: 1863122592
2:41:46 pm. Advanced System Eey 2.28.0.61 Profile ID:2

®

Y ou must maintain separate records if you want more detailed
reporting, such as an overview of all keys distributed or alist of al

radios programmed to operate on a P25 trunking network. Examples
include a system key register maintained by the system administrator
and arecord of radios programmed maintained by aradio shop or
dealer. For more information, see “Recording and Identifying System
Keys’ on page 17.
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To Report on a 1 Connect aradio to your PC, turn the radio on, and click

og Entries form to view log information.

See Table 5.7 for a description of the fields.

Description

Displays the time (stored in UTC format and shown in
local time) that the radio was programmed.

Displays the record type. This is either Programmed with
Tait EnableProtect Advanced System Key,
Programmed with SKF (system key file), or
Programmed without trunking key if there was no
system key and the programming application allowed the
radio to be programmed.

Displays the programming application version number
used to program the radio. It can display up to 10 different
version numbers.

Displays information such as the serial number of the pass
key that was attached when the radio was programmed,
and the P25 trunking channel profile that was programed
using the system key.

@ Because log entries can be reset (if starting from anew file), or carried

aradio or afile), only the most recent entry or entries

(thefirst entries of the same date and time in the list) can be guaranteed

3. Print or save the information if required:

b. Select the Log Entriesform check box (if not selected already),
and the Specifications form check box (so you know the serial
number of the radio that the log entries apply to).

m If saving as XML, enter afilename and select alocation for the

select the printer to ‘print to’, configure other print

options if necessary, and click Print.

Radio’s i
Programming Radio > Read.
History .
2. Click onthe L
Table 5.5 Information on Log Entries form
Field
Timestamp
Log Type
Logging Entity
Logging Data
across (if cloning
to be accurate after reading aradio.
a. Click File> Print.
c. Click Saveas XML, or Print.
file, and click Save.
m If printing,
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6 Frequently Asked Questions

The following answers relate to some of the more common system key-
related questions. They cover General Information, Security, Ordering
System Keys, About the Hardware, and Using the System Keys and
Software.

6.1 General Information

What is Tait EnableProtect Advanced System Key? The Advanced
System Key provides secure hardware protection against unauthorized use
of a P25 trunking network, and/or protection against reading and
programming radios.

Is Tait EnableProtect Advanced System Key right for my
organization? The Advanced System Key is the most secure method of
protecting P25 trunked network data. If network protection isimportant to
you, and you want it to be as secure as possible, then using USB donglesis
the best solution.

Arethereany alternativesto the Advanced System Key? For P25
trunking protection, you can use system key files to create programming
files or program radios directly. For configuration security (as an
alternativeto or in addition to read/write protection), you can add password
protection to programming files using File > Save As With Password.

What isa prime key? The prime key isared USB dongle, which Tait
suppliespreconfigured withaGroup 1D, WACN and System I D, and expiry
date. The prime key enables a system administrator to configure one or
more pass keys. It does not enable access to P25 trunking data on its own.

What isa pass key? A pass key isablack USB dongle, which enables a
user to configure aradio for use on a particular network, to enable read/
write protection on radios, and to read or program aread/write protected
radio.

What isa system key file? System key files are software files and the
legacy method of programming P25 trunked radios. They are still
supported as an alternative to Tait EnableProtect Advanced System Key.
After you have saved asystem key fileto the system key filesdirectory, you
can useit to program radios or set up programming files for use on a P25
trunking system.

Can | usesystem key filesat thesametimeaspasskeys? Yes. However,
if you have replaced system key files with pass keys, you should remove
existing system key files from all PCsfor security reasons.

Tait EnableProtect Advanced System Key User's Guide Frequently Asked Questions 37
© Tait International Limited September 2018



6.2

38

Security

How secureis Tait EnableProtect Advanced System Key? The Safenet
USB dongle is tamper-proof and encrypted. It uses on-chip 128-bit AES
encryption and a secure communication channel when datais accessed.
Read/write protection is based on authentication challenges between the
radio and the programming application, which is encrypted using the Tiny
Encryption Algorithm (also 128-hit).

Can auser changearadioif they don't have a system key? If theradio
has read/write protection enabled, the user can’t read or program the radio
without a valid pass key. Without read/write protection, P25 trunked
settings are grayed out and can’t be changed, but the user can still change
non-trunked settings, such as personality settings and conventional
profiles.

Can someone with an advanced system key for someone else's system
program settingsto work on my system? No, prime keys, pass keys and
system key files are preconfigured with aWACN and System ID, which
determine what you can program radios with.

Can | removeread/write protection once enabled? Yes, you can
configure one or more pass keysto ‘Allow Disabling of Read/Write
Protection’, which means read/write protection can be removed from a
radio via T ools > Download, then Device Configuration > Unlock
Terminal from the programming application.

If | use one passkey to enableread/write protection on aradio, can
someone else use a different pass key to theread and program that
radio? Yes, if the pass key has the same Group ID.

If oneor more passkeysarelost or stolen, what can | do?
You can minimize the impact of such an event by:

m Programming a password for each pass key.

m Programming short expiry dates and alow number of ‘Max Programs
into each pass key, and reconfiguring the keys regularly.

m Limiting the Unit ID range that a pass key can program. Then, if apass
key islost, removethose Unit | Dsfrom the network, provide anew pass
key and Unit ID range, and reprogram all terminals.

If thereisno read/write protection, can someone bypass security by
cloning aradio? If the Anti-Cloning check box on the P25 trunking form
is selected, users who don’t have a matching system key can’'t change the

Frequently Asked Questions Tait EnableProtect Advanced System Key User's Guide

© Tait International Limited September 2018



P25 Radio ID or talkgroups, and can’t program any radio with adifferent,
non-matching serial number.
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Can someoneget around the*Max Programs featureby creatingafile
and then unplugging the passkey prior to programming?

Yes. To avoid this, you can implement read/write protection on radios, or
regularly audit radios using the Log Entries form. You can mandate all
radios to have ‘ Programmed with Tait EnableProtect Advanced System
Key’ rather than * Programmed without trunking key’.

6.3 Ordering System Keys

How do | order initial advanced system keys? Place your sales order,
along with a completed and signed Advanced System Key Request form.
See “Ordering System Keys' on page 14.

How do | order more system keysin the future? Follow the same
process as for the initial system keys. Even though the details are already
in asecure database, additional orders must always be accompanied by an
Advanced System Key Request form.

Can | order passkeys preconfigured with a password or short expiry
datedirectly from Tait? Pass keys are preconfigured with aWACN and
System ID. Other settings (such as apassword and customized expiry date)
can only be configured in the field using the prime key with your network
information.

Can | order morethan one primekey, so that multiple users can
configurepasskeys? Yes, you can have as many primekeys are you want,
al with the same Group ID.

Can people order system keysdirectly from the manufacturer
(Safenet)? No, the USB dongles contain an encrypted vendor code that is
unigue to Safenet and Tait. That code is not shared with any other party.

What stopssomeoneelseorderingapasskey for my system? Ordersfor
al system keys must be accompanied by acompleted and signed Advanced
System Key Request form. Tait checks and verifiesthese details, and keeps
acopy of the form on file.

Can | still order system key files? Yes, use the same Advanced System
Key Request form as for prime and pass keys. Once Tait verifiesthe
request, we will send you the relevant system key file.
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6.4 About the Hardware

Who makes advanced system keys, and where can | find model
numbers, web site info, and technical specs? The supplier of the
advanced system keysis Safenet (previously Aladdin). The model is
Sentinel HASP HL ( NetTime or Time) for early model keys, and
Sentinel HL (NetTime or Time) for later model keys. For information,
brochures and technical specifications, see www.safenet-inc.com.

Can someone identify the manufacturer, part number, and system
information for a system key? Prime keys and pass keys bear
identification text such as the manufacturer and model (for example
“HASP HL"). Anyone can use the programming application to view
information on pass keys, including WACN and System ID, Group ID and
serial number.

Can | have multiple dongles on the same PC, for example, old serial
HASP donglesfrom Tait, an iButton from Motorola, aprimekey, and
pass keys? Yes, if you have the available ports on your PC.

Can | useaUSB hub to attach multipledongles? Yes, you canuseaUSB
hub to provide additional USB ports for multiple dongles.

Can | mark USB dongles so they can beidentified as belonging to my
system? Tait provides awhite plastic label that you can mark and attach to
the dongle using a split ring.

6.5 Using the System Keys and Software

Arethereany other toolsthat can accessinfor mation on thesedongles?
There are diagnostics utilities from Safenet that can read certain
information on the dongle. However, to use these utilities, you must
provide the encrypted vendor code that is unique to Safenet and Tait. Even
if someone gets access, the system key information is also encrypted, and
cannot be read or modified in any way by other tools.

Isthereany way | can identify which radios have been programmed
using a particular system key? The programming application hasalLog
Entriesform. To seewhat system key was used to program aradio, read that
radio using the programming application. Thefirst entries of the same date
and time list all system keys that were connected at the time of
programming. Other information (such as the type of system key and pass
key serial number) isunder L og Type and L ogging data.

Can you program aradio to operate on multiple systems, each with
different system keys? Yes, if you have the relevant system keys plugged
into your PC or files saved to your system key files directory when setting
up the programming file. You only need the system keys for the systems
you are adding or changing.
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What happensa USB dongle expires? Can | reusedonglesby resetting
their expiry date? Once a prime key has expired, you can no longer useit
and you must order anew primekey from Tait. If apass key wasoriginally
configured with a date less than the maximum expiry date, you can
reconfigure the pass key with a new expiry date using a prime key and the
Pass Key Configuration Utility. The new expiry date must be before than
the maximum expiry date. If the maximum expiry date has passed, you can
no longer reconfigure the pass key and must order a new key.

Does the maximum number of program uses (if configured for a pass
key) reduceif | program thesameradio twice? If you program the same
radio multiple times (using the same pass key), the number of program
usesisonly ever reduced by 1.

What happensif | forget a password? If you forget the password for a
pass key, you can reset it using a matching prime key and the Pass Key
Configuration Utility. See " Resetting a Forgotten Pass Key Password” on

page 13.

If you forget the password for aprime key and you don’t have the original
password email available, Tait can resend the password after you fill out
and send the “ Tait EnableProtect Advanced System Key Prime Key
Password Request Form”.
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7 Troubleshooting

Problem

Solution(s)

When attempting to read or program a
radio, you receive a message or

messages:
m Unable to access security key

m ... Response: firmware code
component not authorized

m Theradio rejected the request for
authorization

The radio has read/write protection enabled, and you
don’'t haveavalid passkey attached to your PC or the
devicedriversaren't installed correctly (see

“Reinstalling the USB Dongle Drivers’ on page 46).

When reading aradio or opening a
programming file, fields such as P25
trunked settings, the P25 Radio ID, or
talkgroup lists are grayed out
(disabled), or

When changing settings or saving a
programming file, you receive a
message about trunking keys such as:
“A valid trunking key must be
connected...” or “Could not read
attached Trunking Key(s)...".

m You don't have avalid pass key attached to your
PC or a system key file saved to the correct
directory. See“Using a System Key to Program a
Radio or Saveto File” on page 33.

m Attachthe USB dongleto adifferent USB port on
your PC, and then try again.

m Your firewall may be blocking accessto prime
and pass keys. See “Firewall Settings’ on
page 45.

m The USB drivers may not be installed correctly.
Reinstall the drivers by reinstalling the
application (see “Reinstalling the USB Dongle
Drivers’ on page 46).

m  Too many incorrect password attempts have
locked the pass key (see “ You have entered the
wrong password too many times’ below).

m The USB dongle battery may be flat (see “ About
Flat Dongle Batteries” on page 46).

You enter the wrong password too
many times, or when using the
programming application or Pass Key
Configuration Utility, you receive the
message: “Too many failed attempts,
Key ... locked. Try again later.”

You have entered an incorrect password for aUSB
dongle 5times. Thisisrecorded inthe key itself, and
you can't use the key in any application for

5 minutes. After 5 minutes, repeat the steps that
resulted in the message, and enter the correct
password for the key (if known). If you don’t know
the password, contact your system key administrator,
or contact Tait to discuss your options.

You receive the message in the Pass
Key Configuration Utility when
writing the passkey: “ Thedatato write
exceeds the memory capacity of the
connected key by ... per cent.”

The passkey memory (asshowninthe Memory Used
progress bar) isfull or nearing full. Click the Delete
button under Talkgroup ID Ranges or Unit 1D
Ranges to free up memory, and then try again.
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Problem

Solution(s)

You receive a message when trying to
use a pass key that suggests the pass
key is“corrupted” or similar.

You can reset the key using the Pass Key
Configuration Utility. See “ Resetting a Corrupt Pass
Key” on page 46.

When programming aradio, you
receive the message: “Anti-Cloning is
enabled for thisdata. The datacan only
be programmed to aradio with
matching serial number.”

The data (from either reading aradio or opening a
programming file) has anti-cloning enabled.

If you don't require P25 trunked settings, recreate the
radio’s settings from a new programming file and
reprogram the radio.

If you require P25 trunked settings:

1 Open afile with a serial number that matches
the attached radio.

2. Attach apass key or save a system key fileto
your PC. Then, either:

m Changethe Serial Number field to match
theradio

m Clear the Anti Cloning check box

m Request afile from the agency that
programs radios for the P25 trunking
system you want to operate on.

When reading keysin the Pass Key
Configuration Utility, you receive the
message: “ Please attach exactly one
Prime Key” or “Please attach exactly
one Pass Key matching the attached
Prime Key”.

You must attach one prime key, and one passkey with
matching Group IDs.

If you have more than one pass key or more than one
prime key, remove the additional key(s).

If you have a non-matching pass key, removeit and
insert a pass key that matches the prime key.

If you haveinserted a prime key but continueto get a
message, the device drivers may not be installed
correctly (see “Reinstalling the USB Dongle
Drivers’ on page 46) or the battery may be flat (see
“About Flat Dongle Batteries’ on page 46).

You receive the message:
“Thekey ... hasonly ... programs
remaining” and/or “Thekey ... has
only ... days before it expires.”

The pass key attached to the PC will soon become
unusable. You must contact the system administrator
to arrange a suitable time to either reconfigure the
pass key (set anew expiry date and/or reset the
number of programs), or replace the key with a new
one.
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Problem

Solution(s)

You receive amessagethat aprimekey
or pass key has expired, or a pass key
is showing as red in the programming
application’s Tools > Trunking Keys
dialog.

For passkeys, you must return the key to your system
administrator who may be able to reconfigure it, or
alternatively will replace your key with a new one.

If aprime key expires, you must order anew key
from Tait.

The Lock Terminal and Unlock
Terminal options are grayed out

(Under the Tools > Download >
Device Configuration menu)

Hover over the text and read the message. If it says
“Therearenovalid keysconnected” or “... driversare
not installed”, ensure that you have attached a
correctly-configured pass key (with the Allow
Enabling of Read/Write Protection and Allow
Disabling of Read/Write Protection check boxes
selected), and that you have installed the correct
drivers (see “Installing the Software and USB
Dongle Drivers’ on page 18).

For dual head or dual body mobileradio systems, you
must enable read/write protection manually using
Device Configuration > Advanced.

For more information, click the Help menu in the
Tait Firmware Upgrade Tool.

7.1  Firewall Settings

You may receive a message when the software is accessing a prime key or
apass key similar to: “Could not read attached Trunking Key(s)...”. If you
use afirewall other than Windows® Defender, this message may indicate
afirewall problem. To solve thisissue, try one or more of the following:

m |f your firewall requestsaccessto IP 127.0.0.1 (the computer’s network
loopback function), or software relating to Tx9100 or Sentinel HASP,
click Allow or Accept.

m Check that your firewall has arule that permits local loopback—
specificaly, that remote IP 127.0.0.1 isin your firewall’s trusted zone

or equivalent.

m  Add“C:\Windows\System32\hasplms.exe” to your firewall’s safe list

or equivalent.

m Allow incoming connections on port 1947 (UDP and TCP) and 1028

(UDP).

If the problem continues, refer to “ Troubleshooting” on page 43.
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7.2 Reinstalling the USB Dongle Drivers

If you receive a message when installing a programming application, or
you cannot use Tait EnableProtect Advanced System Keys as expected,
you may need to reinstall the dongle drivers.

@ A quick way of checking that the USB dongle drivers have installed
correctly istoinsert adongle and check the statusof itsLED. If the LED
ison, the drivers are working.

1 Open your Windows I nstall/Uninstall dialog (via Start > Add or
Remove Programs or Programs and Featur es).

2. Uninstall all instances of “ Sentinel Runtime” and “ Sentinel HASP
Runtime”.

3. Reboot your PC.

4. Install the latest version of the programming application to reinstall
the drivers (see “Installing the Software and USB Dongle Drivers’
on page 18).

If you continue to experience problems, contact Tait Technical Support.

7.3 About Flat Dongle Batteries

If an application cannot read a USB dongle, then the dongle’s internal
battery may be flat. A battery may beflat if the dongle is nearing its four
year expiry date, and:

m was previously working on the same PC and now is not

m does not work on any other PCs or with any other related applications

m isnot corrupt (no message similar to “ A corrupt trunking key has been
detected...” appears when you access the key).

If apass key’'s battery isflat, the pass key won't be displayed in the
programming application’s Tools > Trunking Keys dialog.

Dongles with aflat battery can't be repaired, and must be replaced with a
new prime or pass key. You should dispose of old donglesin an appropriate
manner.

7.4  Resetting a Corrupt Pass Key

If apasskey becomes corrupt and can no longer be used to program radios,
you can reset and reconfigure the key using the Pass Key Configuration
Utility v1.02 or higher. Corrupt keys display amessagein the programming
application similar to “ A corrupt trunking key has been detected...”.
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1 Start the Pass Key Configuration Utility, and attach the corrupt pass
key (and the matching prime key) to your PC.

2. Click the Read K eys button.

The software displays the message: “ The configurable data on the
attached Pass Key could not be read. This key will be reset...”

3. Click OK to reset the key.

Resetting akey erasesthe configurable data (such astheread/write
A protection check boxes and 1D ranges).
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<EmphasisSansSerif>

Glossary

Tait EnableProtect
Advanced System
Key

Group ID

P25 Radio Unit ID

Pass Key
Configuration
Utility

pass key

PC

prime key

programming
application

programming file

system

48 Glossary

This glossary contains an alphabetical list of terms and abbreviations
related to Tait EnableProtect Advanced System Key.

Tait EnableProtect Advanced System Key provides secure hardware
protection against unauthorized use of a P25 trunking network, and/or
protection against reading and programming radios.

The Group ID is aunique apha-numeric ID that identifies a user who
orders USB dongles. The Group 1D (along with the WACN and System ID
if P25 trunking protectionisrequired) ispreconfigured onto each primekey
and pass key.

The P25 Radio Unit ID identifiestheradio on aP25 system. The P25 Radio
Unit ID isaso known as a subscriber unit (SU) identity or SUID. This
number isused asthe source ID for all transmissions, andisused to register
on a P25 trunking system or to individually cal the radio.

The Pass Key Configuration Utility is a software application provided by
Tait for adding and modifying various settings on pass keys.

A pass key enables auser to configure aradio for use on a particular P25
trunking system, to enable read/write protection on radios, and to read or
program a read/write protected radio.

A PC (personal computer) is required for running Tait software and using
system keys.

The prime key isa USB dongle that enables a system administrator to
configure or reconfigure one or more pass keys. It does not provide access
to P25 trunking data on its own.

The programming application is a Tait software tool for changing
configuration data for radios.

A programming file contains al the settings configured using the
programming application.

A system refersto a P25 trunking network. Trunking isaradio
communications system that dynamically shares a number of channels
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System ID

system key

system key file

system key register

talkgroup

USB dongle

vendor code

among a large number of users. This ensures equal channel loading, and
achieve a greater user-per-channel ratio than conventional systems. A
system isidentified by its WACN and System ID.

The System ID uniquely identifies a P25 system. The WACN and System
ID are preconfigured in each system key.

The system key issoftware either in afile or loaded onto a USB dongle that
enables P25 trunking parameters (and other settings depending on
configuration) to be programmed.

A system key file (SKF) isan encrypted file generated by Tait that contains
the WACN and System ID of a P25 trunking system. Once saved to the
system key file directory on aPC, the file enables a user to program radios
or save programming files with the P25 trunking system (WACN and
System ID) contained in the system key file.

A system key register isarecord of system keys maintained by the system
administrator. It can stored in a secure database, spreadsheet or other
custom application, and typically includes details of all received and
distributed system keys, such as serial number, intended customer, expiry
date, and password.

A P25 talkgroup (conventional or trunked) divides users into separate
groups for communication purposes. You can make a call to the currently-
selected talkgroup (usually shown on the radio display) by pressing the
PTT.

A hardware device that usesaUSB (universal serial bus) interface port on
a PC to protect against unauthorized software use. The USB dongles used
for Tait EnableProtect Advanced System Key have a microprocessor, an
internal battery, and areal time clock.

The vendor code is an aphanumeric identifier that is programmed into a
Safenet dongle (by Safenet) prior to distribution. This code is only shared
between Safenet and Tait.

WACN ID The WACN ID uniquely identifies a P25 Wide Area Communications
Network. The WACN and System | D are preconfigured in each system key.
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Tait Software License Agreement

This Software License Agreement ("Agree-
ment") is between you (“Licensee”) and Tait
International Limited (“ Tait").

By using any of the Software items embedded
and pre-loaded in the related Tait Designated
Product, included on CD, downloaded from the
Tait website, or provided in any other form, you
agree to be bound by the terms of this Agree-
ment. If you do not agree to the terms of this
Agreement, do not install or use any of the Soft-
ware. If gou install or use any of the Software,
that will be deemed to be acceptance of theterms
of this Agreement. _ _ .
For good and valuable consideration, the parties
agree asfollows:

Section 1 DEFINITIONS

“Confidential Information” means al or any
information supplied to or received by Licensee
from Tait, whether before or after installation or
use and whether directly or indirectly pertaining
to the Software and Documentation _su;aplied_by
Tait, including without limitation all information
relating to the Designated Products, hardware,
software; copyright, design registrations, trade-
marks, operations, processes, and related busi-
ness affairs of Tait; and including any other
goods or property supplied by Tait to Licensee
pursuant to the terms of this Agreement.
‘Designated Products’ means products pro-
vided by Tait to Licensee with which or for
which the Software and Documentation is
licensed for use.

“Documentation” means product and software
documentation that specifies technical and per-
formance features and capabilities; user, opera-
tion, and training manuals for the Software; and
all physical or electronic media upon which such
information is provided.

“Executable Code” means Software in a form
that can be run in acomputer and typically refers
to machine Ianguagﬁ, which is comprised of
native instructions the computer carries out in
hardware. Executable code may a so refer to pro-
grams written in interpreted languages that
require additional software to actually execute.
“Intellectual Property Rights’ and “Intellec-
tual Property” mean the following or their sub-
stantial equivalents or counterparts, recognized
by or through action before any governmental
authority in any jurisdiction throughout the
world and including, but not limited to al rights
in atent%(j)atent applications, inventions, copy-
rights, trademarks, trade secrets, trade names,
and other proprietary rights in or relating to the
Software and Documentation; including any
adaptations, corrections, de-compilations, disas-
semblies, emulations, enhancements fixes, mod-
ifications, trandations and updates to or deriva-
tiveworksfrom, the Software or Documentation,
whether made by Tait or another party, or any
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improvements that result from Tait processes or,
provision of information services. .
*Licensee” means any individual or entity that
has accepted the terms of this License.
“Open Sour ce Software” means software with
freely obtainable source code and license for
modification, or permission for free distribution.
“Open Source Software License” means the
termsor conditions under which the Open Source
Softwareislicensed. .
“Person” means any individual, partnership,
corporation, association, joint stock company,
trust, joint venture, limited liability company,
governmental authority, sole proprietorship, or
other form of legal entity recognized by a gov-
ernmental authority.
“Security Vulnerability” means any flaw or
weakness in system security procedures, design,
implementation, or internal controls that if exer-
cised (accidentally triggered or intentionall
exploited) could result in a security breach sucl
that datais compromised, manipulated, or stolen,
or asystem is damaged. _ _
“ Softwar €’ ((Ij) means proprietary software in
executable code format, and adaptations, tranda-
tions, de-compilations, disassemblies, emula
tions, or derivative works of such software; (ii)
means any modifications, enhancements, new
versions and new releases of the software pro-
vided by Tait; and (iii) may contain one or more
items of software owned by a third-party sup-
plier. The term "Software" does not include any
third-party software provided under separate
license or not licensable under the terms of this
Agreement.
“Source Code” means software expressed in
human readable language necessary for under-
standing, maintaining, modifying, correcting,
and enhancing any software referred to in this
Agreement and includes &l states of that soft-
ware prior to its compilation into an executable
rogramme. _ _ o
‘Tait” means Tait International Limited and
includesits Affiliates.
Section 2 SCOPE
This Agreement contains the terms and condi-
tions of the license Tait is providing to Licensee,
and of Licensee's use of the Software and Docu-
mentation. Tait and Licensee enter into this
Agreement in connection with Tait delivery of
certain proprietary Software and/or products
containing embedded or pre-loaded proprietary
Software.
Section 3 GRANT OF LICENSE
3.1. Subject to the provisions of this A?reement
and the payment of applicable license fees, Tait
?rants to Licensee a personal, limited, non-trans-
erable (except as permitted in Section 7), and
non-exclusive license to use the Software in exe-
cutable code form, and the Documentation,
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solely in connection with Licensee's use of the

Designated Products for the useful life of the

Designated Products. This Agreement does not
rant any rights to source code.

2. If the Software licensed under this Agree-
ment contains or is derived from Open Source
Software, the terms and conditions governing the
use of such Open Source Software are in the
Open Source Software Licenses of the copyright
owner and not in this Agreement. If there is a
conflict between the terms and conditions of this
Agreement and the terms and conditions of the
any applicable Open Source Software Licenses,
the terms and conditions of the Open Source
Software Licenses will take precedence. For
information about C()fen Source Components
contained in Tait products and the related Open
Source licenses, see:
http://support.tai tradio.com/go/opensource
Section 4 LIMITATIONS ON USE
4.1. Licensee may use the Software only for
Licensee'sinternal business purposesand only in
accordance with the Documentation. Any other
use of the Softwareisstrictly prohibited. Without
limiting the genera nature of these restrictions,
Licensee will not make the Software available
for use by third parties on a "time sharing,"
"application service provider,” "service bureau”
basis, or for any other similar commercial rental
or sharing arrangement. . .

4.2. Licensee will not, and will not directly or
indirectly allow or enable any third party to: (i)
reverse engineer, disassemble, extract compo-
nents, decompile, reprogram, or otherwise
reduce the Software or any portion thereof to a
human perceptible form or otherwise attempt to
recreate the source codg; (ii) modlf?;, adapt, cre-
ate derivative works of, or merge the Software;
g)? copy, reproduce, distribute, [end, or lease the
software or Documentation to any third party;
g(\)/? grant an\é sublicense or other rights in the
tware or Documentation to any third party;
(v) take any action that would cause the Software
or Documentation to be placed in the public
domain; (vi) remove, or in any way alter or
obscure any copyright notice or other notice of
Tait or third-party licensor’s proprietary rights;
(vii) provide, copy, transmit, disclose, divulge or
make the Software or Documentation available
to, or permit the use of the Software by, any third
party or on anK. machine except as expressy
authorized by this Agreement; or (viii) use, or
permit the use of, the Software in a manner that
would result in the production of a copy of the
Software by any means whatsoever other than
what is permitted in this Agreement. Licensee
may make one cop% of the Software to be used
solely for archival, back-up, or disaster recovery
purposes; provided that Licensee may not oper-
ate that copy of the Software at the sametime as
the origina Software s bei n? operated. Licensee
may make as many copies of the Documentation
as it may reasonably require for the internal use
of the Software.
4.3. Unless otherwise authorized by Tait in writ-
ing, Licensee will not, and will not enable or
allow any third party to: (i) install a copy of the
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Software on more than one unit of a Designated
Product; or (ii) copy or transfer Software
installed on one unit of a Designated Product to
any other device. Licensee may temporaril
transfer Software installed on a Designated Prod-
uct to another deviceif the Designated Product is
inoperable or malfunctioning. Temporary trans-
fer of the Software to another device must be dis-
continued when the original Des ?nated Product
isreturned to operation and the Software must be
removed from the other device.

4.4. Licensee will maintain, during the term of
this Agreement and for a period of two years
thereafter, accurate records relating to this
license grant to verify compliance with this
Agreement. Tait, or a third party nominated by
Tait, may inspect Licensee’s premises, books and
records, upon reasonable prior notice to
Licensee, during Licensee's normal business
hours and subject to Licensee's facility and secu-
rity re%ulanons. Tait is responsible for the pay-

0

ment of all expenses and costs of the inspection,
provided that Licensee shall indemnify Tait for
all costs (including audit costs and legal costs on

asolicitor client basis) if Licensee has breached
the terms of this Agreement. Any information
obtained by Tait during the course of the inspec-
tion will be kept in strict confidence by Tait and
used solely for the purpose of verifying
Licensee's compliance with the terms of this
Agreement.
Section 5OWNERSHIP AND TITLE
Tait, its licensors, and its suppliers retain al of
their Intellectual Property Rights in and to the
Software and Documentation, in any form. No
rights are granted to Licensee under this Agree-
ment by Implication, eﬂogpel or otherwise,
except for those rights which are express
ranted to Licensee in this Agreement. All Intef-
ectual Property developed, ongamated_, or pre-
pared by Tait in connection with providing the
Software, Designated Products, Documentation,
or related services, remains vested exclusively in
Tait, and Licensee will not have any shared
development or other Intellectual Property
Rights.
Section 6 LIMITED WARRANTY;
DISCLAIMER OF WARRANTY
6.1. The commencement date and the term of the
Software warranty will be a period of one (1)
year from Tait shipment of the Software. If
Licenseeisnot in breach of any obligations under
this Agreement, Tait warrants that the unmodi-
fied Software, when used properly and in accor-
dance with the Documentation and this Agree-
ment, will be free from areproducible defect that
eliminates the functionality or successful opera-
tion of afeature critical to the primary function-
ality or successful operation of the Software.
Whether a defect has occurred will be deter-
mined solely by Tait. Tait does not warrant that
Licensee’s use of the Software or the Designated
Products will be uninterrupted, error-free, com-
pletely free of Security Vulnerabilities, or that the
Software or the Designated Products will meet
Licensee's particular requirements. Tait makes
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no representations or warranties with respect to
any third-party software included in the Soft-
ware.
6.2 Tat sole obligation to Licensee, and
Licensee’sexclusiveremedy under thiswarranty,
is to use reasonable efforts to remedy any mate-
rial Software defect covered by this warranty.
These efforts will involve either replacing the
media or attempting to correct significant,
demonstrable program or documentation errors
or Security Vulnerabilities. If Tait cannot correct
the defect within a reasonable time, then at Tait
option, Tait will replace the defective Software
with functionally equivalent Software, license to
Licensee substitute Software which will accom-
plish the same objective, or terminate the license
and refund Licensee's paid license fee. If Tait
investigation of the perceived defect reveals that
no such defect in fact exists, Tait may recover its
costs in respect of such investigation from
Licensee.
6.3. Tait disclaims any and all other warranties
relating to the Software or Documentation other
than the express warranties set forth in this Sec-
tion 6. Warranties in Section 6 are in lieu of al
other warranties whether express or implied, oral
or written, and including without limitation any
and al implied warranties of condition, title,
non-infringement, merchantability, or fitness for
aparticular ﬁurpose or use by Licensee (whether
Tait knows, has reason to know, has been advised
of, or is otherwise aware of any such purpose or
use), whether arising by law, by reason of custom
or usage of trade, or by course of dealing. In addi-
tion, Tait disclaims any warranty to any person
other than Licensee with respect to the Software
or Documentation.
Section 7 TRANSFERS
7.1. Licensee will not transfer the Software or
Documentation to any third party without spe-
cific prior written consent from Tait. Tait may
withhold such consent or at its own discretion
make the consent conditional upon the transferee
Bayl ng applicable license fees and agreeing to be
ound by this Agreement.
7.2. In the case of a value-added reseller or dis-
tributor of Tait Designated Products, the consent
referred to in Section 7.1 may be contained in a
Tait Reseller or Tait Distributor Agreement.
7.3. If the Designated Products are Tait vehicle-
mounted mobile products or hand-carried porta-
ble radio products and Licensee transfers owner-
ship of the Tait mobile or portable radio products
to a third party, Licensee may assign its right to
use the Software which is embedded in or fur-
nished for use with the radio products and the
related Documentation; provided that Licensee
transfers al copies of the Software and Docu-
mentation to the transferee.
7.4. For the avoidance of any doubt, Section 7.3
excludes TaitNet Infrastructure, or the products
listed at any time under network products at:
http://www.taitradio.com.
7.5. If Licensee, as a contractor or subcontractor
(integrator), is purchasing Tait Designated Prod-
ucts and licensing Software not for its own inter-
nal use but for end use only by a Customer, the
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Licensee may transfer such Software, but only if
a) Licenseetransfers all copies of such Software
and the related Documentation to the transferee
and b) Licensee has first obtained from its Cus-
tomer (and, if Licenseeis acting as a subcontrac-
tor, from the interim transfereg(s) and from the
ultimate end user sub license) an enforceable
sublicense agreement that prohibits any other
transfer and that contains restrictions substan-
tially identical to the terms set forth in this Soft-
ware License Agreement. Except as stated in the
foregoing, Licensee and any transferee(s) autho-
rised by this Section may not otherwise transfer
or make available any Tait Software to any third
party nor permit any party to do so. Licensee
will, on request, make availabl e evidence reason-
ably satisfactory to Tait demonstrating compli-
ance with all the foregoing.

Section 8 TERM AND TERMINATION

8.1. Licensee's rit];ht to use the Software and
Documentation will commence when the Desig-
nated Products are supplied by Tait to Licensee
and will continue for the life of the Designated
Products with which or for which the Software
and Documentation are supplied, unless
Licensee breaches this Agreement, in which case
this Agreement and Licensee's right to use the
Software and Documentation may be terminated
immediately upon notice by Tait.

8.2. Within thirty (30) days after termination of
this Agreement, Licensee must certify in writing
to Tait that all copies of the Software have been
removed or deleted from the Designated Prod-
ucts and that all copies of the Software and Doc-
umentation have been returned to Tait or
destroyed by Licensee and are no longer in use
by Licensee.

8.3. Licensee acknowledges that Tait made a
considerable investment of resources in the
development, marketing, and distribution of the
Software and Documentation and that Licensee's
breach of this Agreement will result in irrepara-
ble harm to Tait for which monetary damages
would be inadequate. If Licensee breaches this
Agreement, Tait may terminate this Agreement
and be entitled to all available remedies at law or
in equity includi n% immediate injunctive relief
and repossession of al non-embedded Software
and associated Documentation. Licensee shall
pay al Tait costs (on an indemnity basis) for the
enforcement of the terms of this Agreement.
Section 9 CONFIDENTIALITY

Licensee acknowledges that the Software and
Documentation contain proprietary and Confi-
dentia Information valuable to Tait and are Tait
trade secrets, and Licensee agrees to respect the
confidentiality of the information contained in
the Software and Documentation.

Section 10 LIMITATION OF LIABILITY
10.1. In no circumstances shall Tait be under any
liability to Licensee, or any other person whatso-
ever, whether in Tort (including negligence),
Contract (except as expressly provided In this
Agreement), Equity, under any Statute, or other-
wise at law for any losses or damages whether
general, specia, exemplary, punitive, direct,
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indirect, or consequential aris n? out of or in con-
nection with any use or inability of using the
Software.

10.2. Licensee’s sole remedy against Tait will be
limited to breach of contract and Tait sole and
total liahility for any such claim shall be limited
at the oggon of Tait to the repair or replacement
of the Software or the refund of the purchase
price of the Software.

Section 11 GENERAL

11.1. COPYRIGHT NOTICES. The existence of
a copyright notice on the Software will not be
construed as an admission or presumption of
publication of the Software or public disclosure
of any trade secrets associated with the Software.
11.2. COMPLIANCE WITH LAWS. Licensee
acknowledges that the Software may be subject
to the laws and regulations of the jurisdiction
covering the supply of the Designated Products
and will comply with all applicable lawsand reg-
ulations, including export laws and regulations,
of that country.

11.3. ASSIGNMENTS AND SUBCONTRACT-
ING. Tait may assign its rights or subcontract its
obligations under this Ag(r)eement, or encumber
or sell itsrights in an%/ ftware, without prior
notice to, or consent of, Licensee,

11.4. GOVERNING LAW. This Agreement shall
be subject to and construed in accordance with
New Zealand law and disputes between the par-
ties concerning the provisions hereof shall be
determined by the New Zealand Courts of Law.
Provided however Tait ma% at its election bring
proceedings for breach of the terms hereof or for
the enforcement of any judgment in relation to a
breach of the terms hereof inany jurisdiction Tait
considers fit for the purpose of ensuring compli-
ance with the terms hereof or obtaining relief for
breach of the terms hereof.

11.5. THIRD-PARTY BENEFICIARIES. This
Agreement is entered into solely for the benefit
of Tait and Licensee. No third party has the right
to make any claim or assert any right under this
Agreement, and no third party is deemed a bene-
fictary of this Agreement. Notwithstanding the
foregoing, any licensor or supplier of thi rd-dparty
software included in the Software will be adirect
and intended third-party beneficiary of this
Agreement.

11.6. SURVIVAL. Sections 4, 5, 6.3, 7, 8, 9, 10,
and 11 survive the termination of this Agree-
ment.

11.7. ORDER OF PRECEDENCE. In the event
of inconsistencies between this Agreement and
any other Agreement between the parties, the
parties agree that, with respect to the specific
subject matter of this Agreement, this Agreement
prevails.

11.8. SECURITY. Tait uses reasonable meansin
the design and writing of its own Software and
the acquisition of third-party Softwarein order to
limit Security Vulnerabilities. While no software
can be guaranteed to be free from Security Vul-
nerabilities, if a Security Vulnerability is discov-
ered, Tait will take the steps specified in Section
6 of this Agreement.

11.9. EXPORT. Licensee will not transfer,
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directly or indirectly, any Designated Product,
Documentation or Software furnished hereunder
or the direct product of such Documentation or
Software to any country for which New Zeaand
or any other applicable country requires an
export license or other governmental approval
without first obtaini ngl_such license or apﬁroval :

11.10. SEVERABILITY. In the event that any
part or parts of this Agreement shall be held ille-
gal or null and void by any court or administra-
tive body of competent jurisdiction, such deter-
mination shall not affect the remaining terms
which shall remain in full force and effect as if
such part or parts held to be illega or void had
not been included in this A?reement. Tait may
replace the invalid or unenforceable provision
with a vaid and enforceable provision that
achieves the origind intent and economic effect
of this Agreement.

11.11. CONSUMER GUARANTEES. Licensee
acknowledges that the licenses supplied in terms
of this agreement are supplied to Licensee in
business, and that the guarantees and other provi-
sions of prevailing consumer protection legisla-
tion shall not apply.

11.12. WHOLE AGREEMENT. Licensee
acknowledges that it has read this Agreement,
understandsit and agreesto be bound by itsterms
and conditions. Licensee also agreesthat, subject
only to the express terms of anK other agreement
between Tait and Licensee to the contrary, thisis
the complete and exclusive statement of the
Agreement between it and Tait in relation to the
Software. This Agreement supersedes any pro-
posal or prior agreement, oral or written, and any
other communications between Licensee and
Tait relating to the Software and the Designated
Products.

Tait Software License Agreement 53



	User’s Guide
	Contents
	List of Figures and Tables
	Preface
	Scope of Manual
	Typographical conventions
	Alerts
	Associated documentation
	Publication record

	1 About System Keys
	1.1 About the Tait EnableProtect Advanced System Key
	1.1.1 USB Dongle Expiry
	1.1.2 USB Dongle Passwords

	1.2 About System Key Files
	1.3 Ordering System Keys
	1.3.1 Completing the Advanced System Key Request Form

	1.4 Recording and Identifying System Keys
	1.5 Installing the Software and USB Dongle Drivers
	1.6 Repairing and Servicing Protected Radios

	2 Trunking Protection
	2.1 About P25 Trunking Protection
	2.2 About Anti-cloning
	2.3 Setting Up P25 Trunking Protection

	3 Read/Write Protection
	3.1 About Read/Write Protection
	3.2 Setting Up Read/Write Protection
	3.3 Enabling Read/Write Protection on Radios

	4 Pass Key Configuration Utility
	4.1 Configuring a Pass Key
	4.2 Pass Key Configuration Utility Reference

	5 Programming Application Information
	5.1 Using a System Key to Program a Radio or Save to File
	5.2 Reporting

	6 Frequently Asked Questions
	6.1 General Information
	6.2 Security
	6.3 Ordering System Keys
	6.4 About the Hardware
	6.5 Using the System Keys and Software

	7 Troubleshooting
	7.1 Firewall Settings
	7.2 Reinstalling the USB Dongle Drivers
	7.3 About Flat Dongle Batteries
	7.4 Resetting a Corrupt Pass Key

	Glossary
	Tait Software License Agreement

